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Method

Background

Users usually did not understand permissions of mobile apps (Kelley et + context: privacy symposium
al., 2012; Felt et al., 2012). Therefore, it is difficult to decide whether to - N = 16 pedagogues (10 female, 5 male, one without specification);
trust a certain app or not and to make informed privacy decisions about age: M = 39.27 years (SD = 11.97)

using an app.

Trust in an app is important for users, to form the intention to use it
(Kelley et al., 2012). It can be defined as a willingness to be vulnerable to
the trustee based on the expectation that the trustee will perform in a
positive manner (Mayer et al., 1995). Probably related but distinct from
trust is the construct of distrust (e.g., Lewicki et al., 1998). It occurs . .
“when the distruster expects that the other party will act in a negative = questionnaires

manner” and not as desired (Moody, 2010, p. 16). Sk - trust: 9 items; scales: integrity,

video: risk
pre-evaluation shopping app analysis of
shopping app

video:

shopping app

competence, benevolence "‘
While trust was studied intensively, distrust was rather neglected (e.g. ' rousers (Lankton et al., 2015) |  Risio der App 737100
Lankton et al., 2015). Therefore, the research question arises whether - buy now * distrust: 9 items, decett, L2 R
. . - 100 € incompetence, malevolence bedeutet dies, dass cie App die Kamera deines
trust and distrust are different constructs or not.

Videos aufzunehmen. Diese Dateien konnen

dann an den App-Anbieter tibermittelt und von

ihm weiterverwendet werden. Die Analyse der

App Name ergab, dass sie deine Kameradaten
verwendet, wahrend du die App benutzt. Die App
greift nicht auf diese Informationen zu, wahrend du
die App im Hintergrund geoffnet hast.
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RISIKOBEWERTUNG INDIVIDUALISIEREN

(McKnight & Choudhury, 2006;

o omitting items 7 and 11; scale
Hypotheses (H) derived from literature: - Efye nsclfxt labels from Moody, 2010)

« H1: Distrust and trust are distinct constructs. - 75¢€ . intention to use (1 item;
« H2: Transparency about the risk of a high-risky app leads to likelihood to use the shopping
» lowered trust (H2a) app, from 1 to 10)
* increased distrust (H2b)

 lowered intention to use the app (H2c)

APP DEINSTALLIEREN

post-evaluation shopping app

Results

H1: large effect sizes and significant differences
between corresponding trust and distrust scales

- H1 supported . .
 benevolence vs. malevolence: z=-2.33,p =.02,d = 1.42 Discussion
* integrity vs. deceit: z=-2.28,p =.02,d = 1.39 transparency

* competence vs. malevolence: z=-2.00,p =.05,d =1.15 of a high- All comparisons of the corresponding trust and
(to test H1 means of the trust/distrust scales were calculated, . distrust scales lead to sianificant differences
values for distrust inverted) r|Sky app : g. :

and large effect sizes. In line with related work
(e.g., Lewicki et al., 1998), distinctiveness of trust
and distrust was confirmed (H1). Therefore,
future research on apps should include both
constructs.

intention to

H2: medium to large effect sizes, almost always use

significant differences between pre and post values

- H2 supported

« H2a (trust): significant and large effects for all comparisons

« H2b (distrust): significant and large effect for incompetence,
non-significant but medium effects for malevolence and deceit

« H2c (intention to use): pre: M = 3.75, SD = 3.53; post: M = 2.06,
SD =2.74,d = 2.74, significant and large effect

The data also confirmed H2. However, the pre-post-differences between
the distrust scales malevolence and deceit were not significant. This lack
of significance is probably caused by the small sample size.

Evaluation of the Shopping App - pre vs. post (N = 16) ™ Pr¢ ®post

>_ - :’: :: (—*: ;ﬁ Surprisingly, the differences between the pre-post comparisons (H2) on
Sy .. : trust were larger than the differences on distrust. One might assume
@ S __ that transparency of a high-risky app has a larger impact on distrust.
! § -- __ Considering the descriptive data of the two scales, the values were very
=8 ° large even before the intervention. These values might result from the
% = 4 " purpose of the symposium and participant’s expectations.
v O
g %é 3 But even with this sample, transparency about the risk of an app can
T8 lead to a more appropriate assessment and an informed decision about
g° the usage.
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