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Rationals:

- Qualification of state-of-art misconducts (and conducts) within supply
chains,

-derivation of critical issues associated with current security
technologies within the supply chains,

-evaluation and quantification of the efficiency and the added value
offered by Internet-of-Things, Miniaturized Smart Systems or Smart
Materials (loT/SD/SM) solutions for implementing attributes of
security, sustainability and trust in technology.

Suggested tasks, deliverables and milestones:

- Research on small- and large-scale misconducts (illegal activities) or conducts (attributes
securing trust) within supply and manufacturing chains starting from raw non-packaged goods
producers up to the final retailer using available literature, e.g. court reports and news outlets.
Prepare a corresponding table with categories of misconducts and attributes, short notes
describing the core idea and clear references to the sources

- Research on existing technologies applied to protect supply and manufacturing chains from
these misconducts improving sustainability and trust at each step.

- Research on qualitative and quantitative methodology on design and evaluation of supply and
manufacturing chains (e.g. “House of Quality”, “Quality Function Deployment”, “Design Thinking’
etc.) and derivation of a list of criteria relevant for attributes of sustainability and trust, prepare a
corresponding table indicating quantitatively fulfillment of these criteria by the applied
technological solutions

- Research on new technical implementations of attributes of sustainability and trust in supply
and manufacturing chains (e.g. tagging and marking, blockchain technology, etc.)

- Estimate of involved data volumes (static, dynamic), encryption algorithms and required data
transfer rates for the existing technologies for different critical application scenarios

- Extrapolation of the obtained knowledge to prospective viable [oT/SD/SM solutions for
manufacturing and supply chains (of relevance) offering better implementation of attributes of
sustainability and trust, compared to existing solutions.
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