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Abstract

This work introduces the definition of a new Interface for
Reconfigurable Systems (IRS). Since modern FPGAs sup-
port dynamic and partial reconfiguration, new core mod-
ules may be configured during normal operation. User ap-
plications are expected to benefit from the support of cur-
rent FPGA hardware. To access this hardware there is a
need for a well–defined interface. This paper proposes an
Application Programming Interface (API) that meets the re-
quirements of fast hardware access, portability and ease of
use. Moreover the work explains how to implement the ser-
vices for a maximum of portability.

1. Introduction

Modern FPGA devices like Xilinx Virtex–II Pro and
Xilinx Virtex–4 provide the capability for partial recon-
figuration. Users may download a hardware design to the
FPGA without affecting other configurations on the chip.
As long as the hardware still has resources available any
core–modules can be configured. Other parts of the FPGA
retain there configuration and continue normal work. This
new capability provides services similar to other resources
of traditional workstations and computers. Those resources
comprise RAM, CPU time and network bandwidth. Thus
the well–known usage model of conventional computing re-
sources now can be extended to configurable hardware. To
access partially reconfigurable FPGAs a user interface be-
comes necessary.

This work introduces an interface definition and the fun-
damental concepts of resource administration to support the
proposed service. All design decisions underline the need
for portability, performance and system security. The inter-
face is implemented for Linux but can easily be ported to
any other popular operating system.

2. Related Work

There are many efforts to enable the effective use of
FPGAs in High Performance Computing. The proprietary
products of Mitrion [6] provide functions similar to the pro-
posed interface. Users are enabled to generate core mod-
ules from high–level descriptions of their algorithms. How-
ever, the andministration of those modules and the interface
are part of the integrated development environment. Thus,
this approach is not suitable for a general framework for ac-
cessing FPGA resources by applications.

To enable typical users of large computing resources to
leverage FPGAs there has to be some way to generate the
appropriate core modules. Usually there is no experience in
writing register transfer level (RTL) descriptions of the al-
gorithms. Thus, many efforts are taken to synthesise high–
level descriptions to the RTL level. Gupta et al. present a
synthesis framework in [5]. This framework suits for apply-
ing optimization techniques to the synthesis of RTL VHDL
code from algorithms written in C. A number of other works
also deal with different optimization approaches for han-
dling high–level descriptions such as [7], [2], [8].

In [11] the authors discuss a technique to determine op-
timized placements for dynamically reconfigurable FPGAs.
Dynamically changing the configuration during execution
may allow for resource sharing. Thus, the usage model of
those hardware becomes even more close to the well known
sharing of CPU time. More insight about the concept of
time–multiplexed FPGAs is given in [10] and [9].

3. User Interface

The user interface has to meet the requirements of
full functionality, simplicity, performance and portabil-
ity. Moreover there should be a possibility to grant ac-
cess rights in a fine grained manner. Thus the registration
and use of hardware modules is separated. Once a hard-
ware module is registered users with sufficient rights can
use it until deregistration. Usually a privileged user cares
for registering modules.



These tasks do not impose special performance require-
ments, but data transmission to and from the application
needs to be as fast as possible. Thus, the interface maps
the registers of the hardware module to the virtual address
space of the process. Using this approach access to mem-
ory belonging to the module is directed to bus transactions
to the FPGA. Once the address translation is cached in some
TLB (Translation Lookaside Buffer) there is no overhead in
communication. Furthermore, virtual memory management
is implemented in almost every modern operating system.
This approach delivers much more performance and porta-
bility than the use of packet based data transfers. Process-
ing of headers and footers may consume CPU cycles where
the approach of memory mapping does not need to perform
these tasks. Conventional network communication benefits
from mapping communication buffers into the virtual ad-
dress space of user processes as well. The works [1], [3] and
[4] discuss the advantages of this approach more deeply in
the context of network communication.

Since data processing at the FPGA occurs concurrently
to the computation at the CPU, the user application is likely
to benefit from an interrupt mechanism. Alternatively, the
application can read a register of the hardware module in
a loop. This approach of busy waiting may impact the per-
formance of the code especially if more than one compute
intensive process competes for CPU time. The proposed in-
terface to the FPGA hardware provides an interrupt registra-
tion mechanism. The user selects an interrupt number of the
appropriate hardware module and specifies a handler func-
tion to be executed when the interrupt is signaled.

All functions of the interface are listed below (The return
code ”int ” is not displayed):

• IRS ModuleRegister(char *filename,

unsigned long *key, unsigned int flags)

• IRS ModuleUnregister (unsigned long

ModKey, unsigned int flags)

• IRS ModuleOpen (unsigned long ModuleKey,

unsigned long *ModuleID, unsigned int

flags)

• IRS ModuleClose (unsigned int ModuleID,

unsigned int flags)

• IRS ModuleAddress (unsigned int

ModuleID,

unsigned long **ModuleUserAddress)

• IRS ModuleInterruptHandler (unsigned

int ModuleID, int InterruptNumber,

IRS INTR CALLBACK callback)

• IRS ModuleInterruptState (unsigned int

ModuleID, int InterruptNumber, int

state)

• IRS ErrorString (int ErrorNumber, char

*buffer)

Modules become available through a call to
IRS ModuleRegister. Users can configure the FPGA with
registered modules using the function IRSModuleOpen
and the appropriate identification key. This operation re-
turns an individual module ID that is used to refer to
this particular module instance. The application re-
quests the start address of the mapped hardware registers
by calling the function IRSModuleAddress. Finally in-
terrupt handlers may be registered using the function
IRS ModuleInterruptHandler.

4. Concept of FPGA administration

The functions of the API have to be implemented at dif-
ferent levels. User applications need a conventional library
that contains user level code and serves as wrapper to the ap-
propriate system calls. All tasks that possibly affect system
integrity have to be accomplished in a privileged context.
Thus, an extension of the operating system has to care for
the most critical parts of FPGA reconfiguration and user au-
thentication. The current implementation uses a Linux ker-
nel module to support those tasks. Some functions being
less critical can also be done by a daemon process running
with different privileges than the user application.

4.1. Kernel Module

The operating system extension of the IRS interface ben-
efits from the ability to dynamically load modules into the
kernel of current operating systems. The IRS kernel exten-
sion authenticates requests from user processes. Thus, only
the application that requested a particular hardware config-
uration is allowed to access the associated registers and in-
terrupts. Moreover, the kernel module is responsible for the
configuration of the FPGA and low level interrupt handling.
Two distinct kernel interfaces provide access to those ser-
vices. The first interface is directly used by the IRS user
level library to request module registration and configura-
tion as well as address mapping and interrupt handler reg-
istration. The second one serves as interface to the module
agent.

Any request for the configuration of a specific hardware
module results in a kernel transition. The kernel module val-
idates the parameters and sends a request to the module
agent running as a daemon process. The module agent is
aware of the configuration of user accounts, access rights to
specific modules and quotas. After checking user permis-
sions the module agent either sends a deny of the request
to the kernel or acknowledges the request and sends the
configuration bit stream belonging to the appropriate mod-
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Figure 1. Mapping of the hardware interfaces
to the virtual address space of processes

ule. Finally the kernel takes the configuration from the user
space and performs the actual configuration of the FPGA.

The kernel module also performs the mapping of the
hardware module registers into the virtual address space
of the user application. Therefore it implements a memory
mapping function that maps the physical address of the ap-
propriate register space. After validation of the address pa-
rameter the page tables of the process are adjusted and the
virtual address is returned. The entire interface of the hard-
ware module has to reside in a contiguous area of memory.
The size of the mapping and the physical address are main-
tained by the kernel module, thus, allowing for the check of
the user supplied parameters. Usually the bus addresses of
the FPGA reside far above the border of physically avail-
able RAM. Figure 1 shows the relationships between vir-
tual addresses, physical addresses and FPGA hardware in-
terfaces.

To support the delivery of interrupts to the application
the kernel module has to implement waiting for hardware
interrupts. The kernel module manages for each interrupt
of the FPGA to which application it belongs and whether
it was enabled or disabled. When an interrupt is enabled
the kernel initializes an object (e.g. an operating system

semaphore) to block the execution of a user level thread.
As soon as the associated interrupt occurs the thread wakes
up and is scheduled for execution. Thus the application has
the ability to react on interrupts of the hardware module.

4.2. Module Agent

The module agent is responsible for the administration
of accounts, access permissions to hardware modules and
quotas. Each hardware module is associated with a configu-
ration file containing the configuration bit stream and meta–
information. For instance some hardware modules may be
exclusively available to a particular group of users. The
module agent reads the configuration files and manages the
availability of resources to users and user groups.

To restrict access to registered hardware modules the
module agent manages an access control list. For each hard-
ware module the list of users and groups is given that are al-
lowed to configure the FPGA. Moreover the hardware mod-
ules have a size supporting the enforcement of quotas. The
module agent is aware of all registered hardware modules
and interacts with the kernel part of IRS. It runs as a daemon
process and waits for a signal from the kernel to perform the
validation of a request. On success the module agent passes
the configuration to the kernel and continues sleeping.

4.3. User Library

The user level library can be linked either dynamically
or statically. The library serves as front end to the IRS ker-
nel extensions and the IRS daemon process. Though the li-
brary never calls the daemon process directly its services
are used by the kernel module in response to service re-
quests. The interface provided to the applications comprises
the functions described in section 3. Given the presence of
appropriate configurations of hardware modules the appli-
cations acquire access to modules via a unique key. The pro-
cessing of any opening request is done by the kernel mod-
ule through interaction with the module agent daemon. A
successful opening operation results in the configuration of
the FPGA. Subsequently, the application uses the function
IRS ModuleAddress to gain access to the register set of
the core module. The application views the hardware inter-
face as contiguous area located in the local address space.
Any data structure may be used to cast this interface into
an appropriate representation. The registration of an inter-
rupt handler results in actions performed by the library and
the kernel. The library has to create a new thread dedicated
to the execution of the handler function. The kernel mod-
ule associates a semaphore with this thread.

The user process resolves all functions, types and con-
stants of IRS during the link step. The functions and types
of IRS are selected with respect to portability issues. User
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applications may be compiled using dynamic linking, and
the appropriate association takes place after spawning in-
stances of the program. Usually the underlying interface to
the operating system may change without affecting binary
applications as long as the definitions of IRS are preserved.
This requirement implies the need for a well defined inter-
face supporting todays demands and future developments.
We believe that IRS meets all the requirements of stabil-
ity, functionality and simplicity where user applications can
rely on.

5. Proof of Concept

To validate the concepts of IRS we used the FPGA–
Board illustrated in figure 2. The FPGA contains a PowerPC
CPU core running a Linux operating system. The remain-
ing parts of the FPGA implement necessary infrastructure
(e.g. RAM controller, interrupt controller) and are used to
provide reconfigurable hardware to user space applications.
Among the FPGA there are 64 MByte of DDR1–RAM, a
JTAG interface, RS232 converter and Rocket I/O connec-
tors mounted.

The PowerPC core connects to other system components
via two different bus architectures. The first bus type is
named Processor Local Bus (PLB) and connects directly
to the CPU. This bus has 32 bit address width, 64 bit data
width and runs at 100 MHz clock frequency. The second

bus is named On–Chip Peripheral Bus (OCB) and needs a
bridge to connect to the PLB. All components are either
connected to the PLB or the OCB.

This board was connected via a serial cable to an NFS
volume containing home directories and a boot image of
Linux. To enhance the number of interrupt lines we im-
plemented an additional interrupt controller working behind
the standard one. All core modules of user applications are
connected to the enhanced interrupt controller supporting
128 interrupt lines. These interrupts are signaled via inter-
rupt 3 of the standard controller.

The kernel support is done by a module exporting the de-
vices/dev/irs and/dev/irsa . The first one serves as
interface to the user level library while the second one in-
teracts with the module agent. Finally, we implemented the
privileged module agent as daemon process and the user li-
brary. Using this infrastructure we were able to load con-
figuration streams down to the reconfigurable area of the
FPGA. Using the advanced interrupt controller the core
modules were able to signal completion events to the user
application without exhausting the limited resources of the
original controller. A small test configuration performing
simple mathematical functions showed that the implemen-
tation of IRS works as expected.

6. Conclusion

This work presented an interface for accessing dynam-
ically reconfigurable hardware by user applications. New
generations of FPGA devices are expected to support par-
tial reconfiguration during operation without affecting other
core modules. To exploit this feature from user space there
is a need for a reliable interface definition. The proposed in-
terface IRS serves as efficient and portable facility to recon-
figurable hardware. This work presented the precise layout
of IRS and explains how the appropriate services can be im-
plemented in a portable fashion. Finally a proof of concept
was given.
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